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Nhiing két qua chinh ctia luan 4n bao gom:

1. Dé xuat thuat toan giam thoi gian truy van trén dit liéu ma dua trén xtr 1y
song song. Phuong phap dé xuét sé giam thoi gian trong cac tién trinh giai
mé va tinh toan dir liéu tir 46 giam thoi gian thyc hién truy vén;

2. Dé xut hai thuat todn x4c thuc 16 dya trén hai bai toan kho. Thuat todn dé
xuét gitp xac thyc nhiéu chir ky cung mot luc trong mot phwong trinh xéac
thyc. D& xuit mo hinh, thuat toan xac thuc dir liéu khi truy van trén co s6
dir liéu ma thué ngoai dya trén xac thuc 10;

3. Dé xuat cdy KMT (Key management tree) dé quan 1y khoa mai cua co so
dir liéu. Pé xuat phuong phap ma hoa hé thong tép tin (KVEFS), sir dung
dé luu trit dit lidu nhay cam, bao vé dir li¢u trong subt doi véi nguoi dung
bang luu trir khoa-gia tri. D& xuit mé hinh quan 1y truy cap giup cha so
hiru dir liéu kiém so4t quyén ngudi dung khi truy van dir liéu. D& xuat

thuat toan d61 khod ma cua co s¢ dir liéu thué ngoai & muc cdt dua trén

MapReduce.
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The new findings of the research:

The main results of this dissertation include:

1. Proposing an algorithm to reduce query time on encrypted outsourced
database based on parallel processing. The proposed method will reduce
the time in the processes of decrypting and calculating data, thereby
reducing query execution time;

2. Proposing two batch verification algorithms based on two hard problems.
The proposed algorithm helps to verify multiple signatures at the same
time in a verification equation. Propose models and algorithms for data
verification when querying on an encrypted outsourced database based on
batch verification;

3. Proposing a KMT tree to manage the database's keys. Proposing a new
architecture of encrypted file system (KVEFS), used to store and protect
sensitive data. Proposing an access control model that helps data owners
manage access rights of user when querying data. Proposing the key
changed algorithm at the column level of the encrypted outsourced
database based on MapReduce..
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